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Information

The following policy applies to all employees, students and
contractors of Rush University Medical Center and covers all
publicly accessible communications via the Internet relating to
Rush, Rush University Medical Center and Rush University
(hereinafter referred to as “Rush”). This includes, but is not
limited to, wikis; video-sharing Web sites such as YouTube; online social networks such as Facebook, MySpace, Twitter and
LinkedIn; social bookmarking sites such as Digg and Delicious;
or any other form of on-line publishing, including blogs,
discussion forums, newsgroups and e-mail distribution lists.

Overview

Rush relies not only on the strong formal competencies of its
employees, students and contractors, but also on the trust and
support of the communities it serves. While we encourage open
communication both internally and externally in all forms, we
expect and insist that such communication does not demean our
enterprise, violate our patients’ or students’ privacy and trust, or
breach the fiduciary obligations of employment. Personal
communications that include information about business or
clinical operations at Rush, or about any of its patients, are
always forbidden and may support grounds for immediate action
in accordance with Rush policy, as well as federal, state and
local regulations.

Responsibility

Procedure

All RUMC
employees,
students and
contractors

1. Know and follow the Rush Code of Conduct and all other
organizational policies. Do not let your on-line activity interfere with your
work commitments to Rush.
2. You are personally responsible for the content you publish on-line.

Be mindful that what you publish on blogs, wikis or any other form of
user-generated media can never truly be erased or deleted.
3. Do not reference Rush in personal on-line communications. You may
not make public statements on behalf of Rush in letters to the editor,
blog comments, discussion boards or any other social media forums for
sharing thoughts and opinions. If, for some reason, you must indicate
your association with Rush in a personal on-line communication, write
in the first person, identify yourself by stating your first and last name,
state your role at Rush, and use a disclaimer that makes it clear that
you are speaking for yourself and not on behalf of Rush. You may use a
disclaimer such as the following: “The postings on this site are my own
and do not necessarily represent Rush’s positions, strategies or
opinions.”
4. Do not use Rush’s logo or trademarks or make endorsements of any
kind unless you have received approval from the Department of
Marketing and Communications.
5. You may not use Rush’s name or Rush’s resources, including
computer equipment, in relation to any political campaign or candidate.
6. Do not disclose Rush’s confidential or other proprietary information to
any third party, and certainly do not post Rush’s confidential or other
proprietary information on any social media or other public Web site.
7. Never identify patients or share their protected health information in
social media forums or any other non-Rush electronic communications.
8. Ensure that all communications in social media forums comply with
relevant Rush policies regarding privacy and confidentiality of student
records.
9. Respect copyright, trademarks and other intellectual property rights
of others. For example, just because you were able to pull an image or
logo off a Web page does not mean you are authorized to republish that
image or logo on a different site.
10. Do not cite or reference vendors, clients or suppliers without their
approval. When you do refer to a vendor, client or supplier, where
possible, link back to the source.
11. When contributing content in an on-line forum, do not use ethnic
slurs, racial epithets, personal insults or obscenity, or engage in any
offensive conduct. You should also show proper consideration for
others’ privacy and for topics that may be considered objectionable or
inflammatory, such as politics and religion.
12. Be aware of your association with Rush in on-line social networks. If
you identify yourself as an employee, student or contractor of Rush,
ensure that your profile and related content is consistent with how you
wish to present yourself with colleagues, classmates and clients. From
time to time, Rush reserves the right to check employees’ publicly
available on-line profiles and can act accordingly in response to content

inconsistent with the terms of this policy.
13. Do not use photos without obtaining proper consent.
14. If your on-line postings become the subject of a third-party claim, do
not delete those postings or alter previous posts.
15. If you wish to administer an informal group for your department, you
must secure your supervisor’s permission in advance.
•
•

•

•

For such groups, you must provide the contact
information (first and last name, e-mail address and
phone number) for a site administrator.
You may not use the Rush logo in these cases, and
you must publish a disclaimer indicating that content on
the site does not necessarily represent the views of
Rush.
You may use the name of the institution solely for the
purpose of identification (that is, to indicate that the site
is for people associated with a certain department,
group or graduating class).
Take all necessary precautions to prevent the
inappropriate release of protected health information.

16. If you do not abide by this policy, you could subject yourself to
disciplinary action up to and including termination and/or legal action
taken by Rush. If you have questions about this policy, send an e-mail
to social_media@rush.edu.
References

The following is a list of policies and resources that are directly relevant
to the use of social media by faculty, staff, students and contractors at
Rush University Medical Center. This list is not exhaustive. It is your
responsibility to understand and follow all policies pertinent to your
position at Rush. If you have questions about Rush policy in general,
talk to your supervisor. To find policies on-line, go to the Rush Intranet
(iris.rush.edu) and click on the “Policies and Initiatives” link in the lefthand navigation menu. From that link, you will find a searchable
database of operational policies and procedures for Rush University
Medical Center.
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Code of Conduct (HR-E 01.00)
Rush University Statement on Student Conduct, Rush
University Catalog
(http://www.rushu.rush.edu/catalog/acadresources/studentcond
uct.html)
Harassment (HR-E 02.00)
Code of Ethical Behavior (OP-0207)
Obtaining Consent Regarding Rush University Students (AD0006)
Rush General Consent Form for Photographing, Videotaping or
Audiotaping (form; copies available in print shop)
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Privacy and Confidentiality of Student Records & FERPA, Rush
University Catalog
(http://www.rushu.rush.edu/catalog/acadresources/ferpa.html)
HIPAA Privacy Policy (HP-0002)
HIPAA Security Policy (HS-0001)
Notice of Privacy Practices (HP-0008)
Disclosure of Patient Health Information (OP-0142)
Employee Access to Patient Information (OP-0032)
Release of Information to the News Media (OP-0002)
Use of Rush Name and/or Logo (OP-0313)
Prohibition of Making Political Contributions or Attempting to
Influence Legislation (CC-EO01-3)

